
















 
 
 
 

which we have 19 Awares, the situation is more 

complex.  

 

Next, we analyze the number of meta-

Awares MA and the reduction rate r. In the idealized 

case, 324 meta-Awares are created. Compared to the 

about 1.6 million Awares, we get a reduction rate of 

99.98 percent, which is a reduction of almost three 

orders of magnitude. Unfortunately, with exception 

of the first of seven weeks, it was not possible to 

achieve the ideal case with exactly one meta-Aware 

for every attack instance. Basically, Several 
independent attackers. In the DARPA data set, some 

attack instances are labeled as a single attack instance 

although they are in fact comprised of the actions of 

several independent attackers.  

 

Long attack duration. Attack instances with a long 

duration are often split into several meta-Awares. 

Typical examples are slow or hidden port scans or 

(distributed) denial of service attacks which can last 

several hours. 

 

Bidirectional communication. TCP/IP-based 

communication between two hosts results in packets  

transmitted in both directions. If the detector layer 

produces Awares for both directions (e.g., due to 

malicious packets), the source and destination IP 

address are swapped, which in the end results in two 
meta-Awares. This problem could be solved with an 

appropriate preprocessing step. 

 

4.3.2 Campus Network Data 
For the campus network data, for which the 

IDS Snort was used to create Awares, quite similar 

results could be achieved (see Table 2). All attack 

instances that have been launched were correctly 

detected. For the 17 attack instances with 128,816 

Awares, 52 meta-Awares were created, which is 

equivalent to a reduction rate of 99.96 percent. 

Again, the majority of meta-Awares is caused by 

false Awares. We have 20 attack meta-Awares and 

32 nonattack meta-Awares.  

 

 

4.3.3 Internet Service Provider Firewall Logs 
For the firewall log data, the proposed 

Aware aggregation could also be applied 

successfully. As Table 2 shows, 56 meta-Awares 

were created for the 4,989 Awares, which is a 

reduction rate of 98.86 percent. As it is not possible 

to specify a percentage of detected attack instances, 

we analyzed the content of the 56 resulting meta-

Awares: In many cases, it is possible to find a 
particular reason for the meta-Awares  

 

CONCLUSION 
The experiments demonstrated the broad 

applicability of the proposed online Aware 

aggregation approach. We analyzed three different 

data sets and showed that machine-learning-based 

detectors, conventional signaturebased detectors, and 

even firewalls can be used as Aware generators. In all 

cases, the amount of data could be reduced 

substantially. Although there are situations as 

described in Section 3.3—especially clusters that are 

wrongly split—the instance detection rate is very 

high. None or only very few attack instances were 

missed. Runtime and component creation delay are 

well suited for an online application. 
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