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SkeyGen(GPP,GPKyig; GPKyid, GSKuid, SKaidssuid.aid- - -)
={GPK,(PKia1.n)With yiax }
=SKuid,aid,

C. SECRET KEY GENERATION

When data owners outsource their data with some
attributes and is encrypted by attributes identity (aid) then it
authenticates with user identity (uid), which is issued by CA.

{GPK—->(PKuidl,aid1
= gruid,aid,...gruid,aid,)
=GPKiq1.. .n,aidl..n-

The secret key SKyigaig Only contains the first component
Kuid.aigs 1T the user uid does not hold any attribute from AAg.

D. DATA ENCRYPTION BY OWNERS

Before outsourcing the data’s to cloud, the data owner first
partitions the data into several components according to
logical granularities as m={my,....m,}. For example, data can
be partitioned into {name, address, employee, salary, contact
number}, next the data components is encrypted with different
content keys{ki,......k,} using symmetric encryption method,
last the access structure mechanism M; is defined for each
content key k;(i=1,...,n). The encryption algorithm takes GPP
as input, a collection of publis keys fpr all AAs and outputs
the ciphertext

CT= GPP,{PKiak} aiax

=K([ JaiseansPK aidy
:PKaidl .n

E. DATA DECRYPTION BY USERS

In existing scenario, user login in to the CSPs and the
data’s can be downloaded with the normal registration, but in
existing system the CA will check the user authentication
entity. The user can obtain the content key only when it
satisfies the access structure defined in the ciphertext CT. The
decryption is as follows

Decrypt(CT,GPKuid, GSKuid {SKuid,aid} > K
= ([ TaiceaasK aid,uidy }
=([ JaideAnsBuid.Luid.n)
~CT,GPK, GSKyig
=Kuid.

V. SECURITY ANALYSIS

Our data access control is secure when we achieve both
forward security and backward security such as the AA;y and
GPPigiq at the time of data encryption and along with
ciphertext CT, GPK,;s GSK,;q we obtain the K to decrypt the
content.

1. FORWARD SECURITY

The version of the revoked attribute is updated after
attribute revocation problem. The secret keys are associated
with attributes with the latest version, when a fresh user joins
the system. The early published ciphertexts are encrypted

under attributes with previous version. The early published
ciphertext can be updated to new version by using ciphertext
update algorithm, so that the new user’s can decrypt the
previously published ciphertexts,if their attribute satisfy the
access policy defined in the ciphertext. The forward security is
guaranteed.

2. BACKWARD SECURITY

The AA generates an update key for each non revoked
user, during the secret key update phase. The revoked user
cannot use update keys of other non-revoked users to update
its own secret key, because the update key is associated with
the user’s global identity uid, even if it may compromise to
some non-revoked users. Moreover, suppose the revoked user
can corrupt some other AAs, the item in the secret key can
prevent users from updating their secret keys with update keys
of other users. This guarantees backward security.

VI. CONCLUSION

Although the use of cloud computing has rapidly increased,
the security in cloud is major issue, and at the same time users
don’t want to lose their data. In this paper, we introduced a
novel approach called Distributed key distribution mechanism.
Then the effective data access control scheme is constructed
for multi-authority cloud storage systems. This technique can
be deployed in any social networks and remote storage
systems.
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